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MHS Enterprise Architecture Contract Language for Information Technology

 Program Management Support Contracts
1 References

1.1 Architecture/Repositories 
1.1.1 DOD Architecture Framework Version 1.0, February 9, 2004
1.1.2 DOD Information Technology Standards Registry (DISR), Version 06-2.0, June 27, 2006
1.1.3 TRICARE Management Activity – Military Health System Enterprise Architecture version 5.0 or more current version
1.2 Business  Transformation

1.2.1 Deputy Under Secretary of Defense for Financial Management and the Deputy Under Secretary of Defense for Business Transformation Memorandum, “Release of New and Updated Department of Defense Business system Investment Review Related Guidance,” April 11, 2006
1.3 General
1.3.1 DODD 5000.1 Defense Acquisition Systems, May 12, 2003

1.3.2 DODI 5000.2  Operation of the Defense Acquisition System, May 12, 2003
1.3.3 DODD 5025.1 DoD Directives System, July 14, 2004

1.3.4 DODD 5500.7-R Joint Ethics Regulation, January 10, 2002

1.3.5 DODD 6015.1-M Glossary of Healthcare Terminology

1.3.6 DODD 8000.1  Management of DoD Information Resources and Information Technology, March 20, 2002 Change 1

1.3.7 Joint Vision 2020, 7 “Future Warfare,” June 2000

1.3.8 Electronic Industry Association 548, Electronic Design Interchange (Format) (EDIF), Version 400, August 1996
1.3.9 Office of Management and Budget (OMB) Circular NO. A-130: Management of Federal Information Resources, November 28, 2000
1.3.10 Secretary of Defense Memorandum, “Implementation of Subdivision E of the Clinger Cohen Act of 1996 (Public Law 104-106),” June 2, 1997

1.3.11 Assistant Secretary of Defense (Health Affairs) Memo “Improving Medical Record Coding at Military Treatment Facilities,” August 20, 2003

1.4 Global Information Grid/Net-Centricity
1.4.1 DODD 8100.1 Global Information Grid Overarching Policy, September 19, 2002
1.4.2 Global Information Grid (GIG) Capstone Requirements Document, 5 JROCM 134-01, August 30, 2001

1.4.3 Global Information Grid (GIG) Architecture Version 2.0, August 2003
1.4.4 DoD CIO Memorandum, “Global Information Grid Enterprise Services (GIG ES): Transforming to a Net-Centric Environment—President’s Budget FY 2006-2011,” July 30, 2004

1.4.5 DOD Deputy CIO, Information Management Memorandum, “Department of Defense (DoD) Net-Centric Data Strategy: Accessibility – Posting Data to Shared Spaces: Memoranda Coordination Request—Action Memorandum”, November 14, 2003 
1.4.6 DOD CIO Memo “Department of Defense (DoD) Net-Centric Data Strategy: Visibility – Tagging and Advertising Data Assets with Discovery Metadata,” October 23, 2003

1.4.7 DOD CIO Memo “DOD Net-Centric Data Strategy: Visibility – Advertising Data Assets with Discovery Metadata,” May 30, 2003

1.4.8 DOD Net-Centric Data Strategy, May 9, 2003
1.4.9 DOD CIO Memo “Department of Defense (DoD) Net-Centric Data Management Strategy: Metadata Registration,” April 3, 2003
1.4.10 DODD 8320.2 Data Sharing in a Net-Centric Department of Defense, December 2, 2004

1.4.11 DOD Guidance 8320.02-G Guidance for Implementing Net-Centric Data Sharing, April 12, 2006

1.5 Joint Capabilities Integration and Development
1.5.1 CJCSI 3170.01  Joint Capabilities Integration and Development, Version E, May 11, 2005

1.5.2 CJCSM 3170.01A Operation of the Joint Capabilities Integration and Development System, March 12, 2004
1.6 Laws
1.6.1 Federal Information Security Management Act of 2002 
1.6.2 Public Law 104-113: National Technology Transfer and Advancement Act of 1995. 104th Congress, March 7, 1996
1.6.3 Public Law 104-106: Clinger-Cohen Act of 1996, February 10, 1996
1.6.4 Health Insurance Portability and Accountability Act, 1996
1.6.5 Public Law 93-579:  Privacy Act of 1974
1.7 Metadata
1.7.1 DOD Director, Information Management Memorandum, “Migration of DoD Data Dictionary System (DDDS) Data Assets --- DoD Metadata Registry and Clearing House”, November 24, 2003

1.7.2 Draft DOD Discovery Metadata Standard (DDMS), June 2, 2003

1.8 Security/Information Assurance/Technology
1.8.1 DODD 4630.5 Interoperability and Supportability of Information Technology (IT) and National Security systems (NSS), May 5, 2004

1.8.2 DODD 8100.2, Use of Commercial Wireless Devices and Services in the DOD Global Information Grid, April 14, 2004

1.8.3 DODD 8500.1, Information Assurance, October 24, 2002

1.8.4 DODD 8500.2, Information Assurance (IA) Implementation, February 6, 2003

1.8.5 DODI 4630.8 Procedures for Interoperability and Supportability of Information Technology (IT) and National Security systems (NSS), June 30, 2004
1.8.6 Interim DOD Certification and Accreditation Process Guidance, July 6, 2006. 
1.8.7 DOD CIO Memo “Internet Protocol Version,” Augut 16, 2005
1.8.8 CJCSI 6212.01D Interoperability and Supportability of Information Technology and National Security systems (NSS), March 8, 2006

1.8.9 NSTISSP No. 11, 4  National Policy Governing Information Assurance and Information Assurance Enabled Information Technology Products, January 2000

1.9 Reference URL’s
1.9.1 http://www.tricare.osd.mil/architecture  (includes templates for System Views)

1.9.2 http://www.whitehouse.gov/query.html?col=colpics&qt=health+informatics+ (CHI Standards)

1.9.3 http://www.whitehouse.gov/omb/egov/documents/FEAOverview.pdf  (Federal Enterprise Architecture Security and Privacy Profile)

1.9.4 http://www.defenselink.mil/dbt/ (Transformation Tools: Business Transformation Agency, “Business Enterprise     Architecture 3.0 and 3.1”)

1.9.5 http://www.dod.mil/dbt/tools_certification.html (Business Transformation Agency, “DoD IT Business systems Investment Review Process: Business Enterprise Architecture Compliance Guidance, April 10, 2006; DoD IT Business Systems Investment Review Process: Investment Certification and Annual Review Process user Guidance, April 10, 2006.)

1.9.6 http://www.defenselink.mil/nii/doc/DoDAF_v1_Volume_I.pdf
1.9.7 http://www.defenselink.mil/nii/doc/DoDAF_v1_Volume_II.pdf
1.9.8 http://disronline.disa.mil/DISR/index.jsp 
1.9.9 http://ipv6.disa.mil  (A Common Access Card is required.)
1.9.10 http://www.dtic.mil/whs/directives/corres/pdf/d83202_120204/d83202p.pdf (DODD 8320.2)

1.9.11 http://www.dtic.mil/whs/directives/corres/pdf/p832002_041206/p832002p.pdf  (DOD 8320-02G)

2 MHS Enterprise Architecture Requirements -- General 

2.1.1 The Contractor shall adhere to goals, standards, constraints, guidelines, products architectural products, and processes established and approved by the MHS Enterprise Architecture Board, Chief Enterprise Architect, subordinate boards or Integrated Product Teams, or higher levels of authority.  These products are available as GFE from the MHS Chief Architect.

2.1.2 The Contractor shall ensure that products and services (deliverables) are aligned and compliant with the current MHS Strategic Plan, MHS IM/IT Strategic Plan and Principles, MHS Enterprise Architecture, DOD Architectural Framework, Global Information Grid Architecture, DoD Business Enterprise Architecture, the Federal Enterprise Architecture Framework (OMB Reference Models), and when requested with Services’ Operational Architectures (e.g. AMEDD). These products are available as GFE from the MHS Chief Architect.

2.1.3  The Contractor shall conform to the latest approved Department of Health and Human Services Health Information Technology Standards Plan (HITSP) standards, as detailed in the OV-7a MHS Data Standard list (see the MHS Enterprise Architecture V5.0), which include those formerly approved Consolidated Health Informatics Standards (see table below).

Approved Consolidated Health Informatics Standards Documented in the Military Health System

 Enterprise Architecture
	HL7 v 2.4 (and higher versions) XML encoded 
	Adopt Health Level 7  messaging standards to ensure that each federal agency can share information that will improve coordinated care for patients such as entries of orders, scheduling appointments and tests and better coordination of the admittance, discharge and transfer of patients. 
Adopt Health Level & vocabulary standards for demographic information, units of measure, immunizations, and clinical encounter and HL7 Clinical Document Architecture standard for text base reports. 


	NCDCP SCRIPT
	Adopt certain National Council for Prescription Drug Programs (NCDCP) standards for ordering drugs from retail pharmacies to standardize information between health care providers and the pharmacies. These standards already have been adopted under the Health Insurance Portability and Accountability Act (HIPAA) of 1996, and today's announcement will make sure that parts of the three federal departments that aren't covered by HIPAA will also use the same standards. 



	ISO/IEEE11073
	Adopt the Institute of Electrical and Electronics Engineers 11073 (ISO/IEEE 11073) series of standards that allow for health care providers to plug medical devices into information and computer systems that allow health care providers to monitor information from an ICU or through telehealth services on Indian reservations, and in other circumstances. 



	LOINC
	Adopt laboratory Logical Observation Identifier Name Codes (LOINC) to standardize the electronic exchange of clinical laboratory results. 



	DICOM
	Adopt Digital Imaging and Communications in Medicine (DICOM) standard that enable images, waveforms, and associated diagnostic information to be retrieved and transferred from various manufacturers' devices as well as medical staff workstations. 



	SNOMED -CT
	The College of American Pathologists Systematized Nomenclature of Medicine Clinical Terms (SNOMED-CT)  for laboratory result content, non-laboratory interventions and procedures, anatomy, diagnosis and problem lists, and nursing.  

	HIPAA
	The Health Insurance Portability Accountability Act (HIPAA) transactions and code sets for electronic exchange of health related information to perform billing and administrative functions.  These are the same standards now required under HIPAA for health plans, health clearinghouses and those health care providers who engage in certain electronic transactions.

	Federal Terminologies
	A set of federal terminologies related to medications, including the Food and Drug Administration’s names and codes for ingredients, manufactured dosage forms, drug products and medication packages the National Library of Medicine’s RxNORM  for describing clinical drugs and the Veterans Administration’s National Drug File Reference Terminology (NDF-RT) for specific drug classifications.

	HUGN
	The Human Gene Nomenclature (HUGN) for exchanging information regarding the role of genes in biomedical research in the federal sector.

	EPA  
	The Environmental Protection Agency’s Substance Registry System provides a common basis/nomenclature for identification of non-medication chemicals, biological organisms and other substances.  This recommendation is conditional based on addressing the healthcare requirements for access and use of the EPA system.  




2.1.4 The Contractor shall conform to the operational products, DoD/MHS health data definitions, DoD GIG architecture regarding the use of metadata and metadata registries as documented in the MHS Enterprise Architecture.  These products are available as GFE from the MHS Chief Architect.

2.1.5 The Contractor shall conform to the MHS Systems and Interface Architecture Products, the MHS Technical Standards Profile, Information Assurance Standards and Federal Health Technical Standards (which ever is most current.  These products are available as GFE from the MHS Chief Architect.

2.1.6 The Contractor shall employ strategies, technical solutions and project plans that support service oriented architectures.  These products are available as GFE from the MHS Chief Architect.
2.1.7 The Contractor shall ensure that requirements and architectural products can be imported into MHS repositories (e.g. the Dynamic Object-Oriented Requirements System (DOORS), POPKIN) and/or other databases in accordance with DoD NII EA tools.

2.1.8 The Contractor shall review products for compliance in adopting the use of approved federal health and information assurance standards notifying the COR and Chief Enterprise Architect Office and of instances of non-compliance. 

2.1.9 The Contractor shall review operational architecture products for compliance notifying the Contracting Officer R Representative (COR) and Information Management Operations Architect of instances of non-compliance.
2.1.10 The Contractor shall review Systems Architectural and Interface Products for compliance notifying the COR and JMISO Systems Architect of instances of non-compliance. 
2.1.11 The Contractor shall review the MHS Technical Standards and Information Assurance Architectural Products for compliance notifying the COR and TMI&S Technical Architect and of instances of non-compliance.   
3.0 MHS Enterprise Architecture Requirements -- Special Requirements
3.1.1 The Contractor shall develop capability, acquisition (e.g. Initial Capability Document, Capability Development Documents, Capability Production Documents and Consolidated Acquisition Management Plans), and Defense Business Transformation (DBT) compliance and certification documents ensuring compliance with DoD and MHS EA policies, directives and guidelines.  DELIVERABLE: 6.1
3.1.2 The Contractor shall provide a Work Breakdown Structure (WBS) that specifies tasks which include the development, integration, review/approval and maintenance of architectural products at designated times during the life cycle of a given capability or system and how they intend to accomplish this work.   DELIVERABLE:  6.2
3.1.3 The Contractor shall provide Monthly Progress Report which includes architectural product status updates.  DELIVERABLE: 6.3
3.1.4 The Contractor shall document if there are any discrepancies, variances or exceptions to compliance with the MHS Enterprise Architecture.   DELIVERABLE: 6.4 
3.1.5 The Contractor shall prepare and/or update DoD Reference Business, Systems and/or Technical Reference Models.  DELIVERABLE: 6.5
3.1.6 The Contractor shall develop and document functional requirements and capabilities which are aligned with the MHS Enterprise Architecture, MHS Strategic Plan and IM/IT Capital Investment Portfolio Plan.         DELIVERABLE: 6.6
3.1.7 The Contractor shall prepare architecture data for inclusion on the IM/IT Capital Portfolio Capability Worksheets.  DELIVERABLE: 6.7
3.1.8 The Contractor shall develop and maintain operational architecture products, data and process models.  DELIVERABLE: 6.8
3.1.9  The Contractor shall review submissions and input metadata into the MHS Metadata Registry.         DELIVERABLE:  6.9
3.1.10 The Contractor shall develop, maintain system architectural and interface products in accordance with IEEE and information assurance standards which include mandated systems architecture products, to include system and subsystem performance-based descriptions and key interfaces and input data into the JMISO System Architecture Repository.  System architecture must clearly show requirements traceability to the Operational Architecture in the MHS EA.  DELIVERABLE: 6.10
3.1.11 The Contractor shall develop and maintain a Technical Standards Profile (TV-1) using the online DISR available at http://disronline.disa.mil.  A GFE template is provided.  DELIVERABLE: 6.11
4.0 Internet Protocol version 6 (IPv6)
4.1 The Contract shall provide COTS solutions that are IPv6 capable.  An IPv6 capable system or product shall be 

capable of receiving, processing, transmitting and forwarding IPv6 packets and/or interfacing with other systems and protocols in a manner similar to that of IPv4.  Specific criteria to be deemed IPv6 capable are: 

· Conformance to the DoD Information Technology Standards Repository (DISR) developed the DoD IPv6 Standards Profile.  Systems being developed, procured or acquired shall comply with the Global Information Grid Architecture and DISR standard IPv6 Capable definition.  An IPv6 Capable system must meet the IPv6 base requirements defined in the “DoD IPv6 Standards Profile v1.0” dated June 1, 2006 available from the DISR.

· Maintenance of interoperability with IPv4.  Systems being developed, procured or acquired shall maintain interoperability with IPv4 systems/capabilities.  Systems should implement IPv4/IPv6dual-stack and should also be built to determine which protocol layer to use depending on the destination host it is attempting to communicate with or establish a socket with.  If either protocol is possible, systems should employ IPv6.

· Evidence of a migration path and commitment to upgrade all applications and product features to IPv6 by June 2008. 

· Availability of contractor/vendor IPv6 technical support for system development, implementation and management. 

DoD IPv6 security guidelines, standards, and solutions shall be utilized and adhered to when available.  Currently, DoD IPv6 Information Assurance (IA) guidance is available from the DoD IPv6 Transition Office (DITO).

5        Security Clearances

5.1
The Contractor shall provide a staff member for inputting data or artifacts into the DoD Architecture Registry System (DARS).  A minimum of a Secret Clearance is required. 
6       Deliverables 
6.1
Compliant capability, acquisition and Defense Business Transformation documents  
6.2
Integrated WBS which includes developing or updating Operational, System and Technical Architectural Products 
6.3
Monthly Progress Reports which include status updates on Enterprise Architecture activities 
6.4
Report on EA discrepancies and exceptions 
6.5
Updated DoD Reference Models

6.6
Requirements and capabilities document which include architectural artifacts     
6.7
IM/IT Capital Portfolio Capability Worksheets which include architectural artifacts 
6.8
Updated Operational Architectural Products (views) and data process models
6.9
Inputs into MHS Metadata Registry 
6.10       Updated systems architectural and interface products 
6.11
Updated Technical Standards Profile (TV-1) using the template provided (TV1 Technical Standards Profile Table)
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