U.S. Department of Defense

MILITARY HEALTH SYSTEM
Office of the Chief Information Officer

Mobile Health Technologies
and the MHS

Mark Goodge
MHS Chief Technology Officer

August 22, 2012




RIS IENEE RS S .
Agenda

e What is the Military Health System (MHS)
 Mobile Technologies and the MHS

e How are We Getting There
 Implementation Challenges

MHS | 0C10| 0CTO )



BRI E IHNEE BN
Military Health System (MHS)

...at a glance

The MHS provides health services to 9.7 million beneficiaries
across a range of care venues, from the forward edge of the
battlefield to traditional hospitals and clinics at fixed locations

Readiness Healthcare Health Learning & Growth

S 4

321,751 - Service Members 1,189,003 - Inpatient admissions 2,281,669 - Beneficiaries getting 24,000 - Medical Education and

Deployed care from a patient-centered medical Training Campus (METC) graduates

129,152,879 - Outpatient visits
17,476 - Medical personnel deployed 124.729 - Births home 3,600 - Active Research Protocols
' 2,938 - Enrolled in Traim2Quit
smoking cessation program

235,304 - Post-Deployment Health
Assessment and Post-Deployment

221 - Number of amputees Health Reassessments through third
with major limb amputations quarter of 2011

from OEF/OIF

233 - Accredited military graduate

589,673 - Medical encounters in 142,126,856 - Prescriptions ; _
medical education programs

theater

8,943 - Medical Evacuations 731 - Lean Six Sigma and
Continuous Process Improvement

Projects

669,149 - Service members who

16,270 - Service members currently used the Global Assessment Tool to
in the Integrated Disability Evaluation increase resilience
System
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Mobile Health Technologies and the MHS

...what it means for our providers

e Faster access to information
from any location

 Wireless infrastructure allows
providers to roam hospitals
with tablets

e Hand-held devices can replace
pounds of reference materials
for doctors and nurses

 Healthcare providers can
diagnose injures and remotely
access lab results
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How are we getting there?
...implementing mobile health technologies at the MHS

Leveraging NATIONAL VISION*

Natlonal and 1. Enable the American people and an increasingly mobile
DoD Str‘ategic workforce to access high-quality digital government
VI.S jons information and services anywhere, anytime, on any device
2. Ensure that as the government adjusts to this
new digital world, we seize the opportunity to
procure and manage devices, applications,
and data in smart, secure and affordable ways
3. Unlock the power of government data to spur
innovation across our Nation and improve the
quality of services for the American people

* From the Digital Government: Building a 21st Century Platform to Better
Serve the American People (Released May 23, 2012)

DOD VISION™

1. Advance and evolve the DoD Information
Enterprise Infrastructure to support mobile devices

2. Institute mobile device policies and standards

3. Promote the development and use of DoD mobile
and web-enabled applications

“Create a //94ly
mobrle workforce
equpped with secure
qgccess to /mformation
and computing power
anywhere at anytime
for greater rmssion

2 P44
**Department of Defense, Chief Information Officer: DoD Mobile Device Strategy e/‘/éé't/l/eﬁe.f.f'
(Memorandum released June 08, 2012)
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How are we getting there?
...implementing mobile health technologies at the MHS

* MHS Mobile Application Framework
— Define accepted frameworks and approaches for Mobile
Device Software Development of MHS IM/IT capability
provisioning and consumption using mobile accessible

devices
Deve/opmg_ a — Outline the constructs and frameworks of approved
MHS Mobile mobile devices

Strateqy and

 Mobile Health Polici
Roadmap obile Health Policies

e Pre-Planning Enterprise Mobile Strategies

— Reduce the footprint of data stored on mobile devices as
data can be obtained on-demand (“data as a services”)

— Build frameworks so that SOA services can expose data in
mobile friendly formats

— Enable a subscribe/publish paradigm for consumption of
data through mechanisms such as an Enterprise Service
Bus (ESB)

— Use SOA services to concentrate on presenting data
(versus the mechanics of collecting/presenting)
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How are we getting there?
...implementing mobile health technologies at the MHS

* The Enterprise Mobile Media Architecture (EMMA)
project provides a secure enterprise environment
enabling the use of mobile tablet devices for use
within the MHS environment

e Several mobile media pilots are currently underway

— secure, visibility, and manageability to mobile
deployments used for critical communications (secure
access behind-the-firewall)

— software-based, secure data platform (encrypted e-

Reseqrchiﬂe mail, calendar entries, meetings, appointments,
M Mobile contacts, etc.)
Technology — endpoint security, network access control, and

Initiatives compliance reporting in a seamless system

— mobilizing workflow, chats/IMs, reference materials

— enhancing productivity, increases security, streamlines
PC management (shared drives, network printers,
SharePoint sites)
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How are we getting there?
...implementing mobile health technologies at the MHS

 MHS Health Information Technology Suite

— Internal collaboration resource for MHS-related mobile
health topics (frameworks, strategies, policies,
infrastructure)

— Helps facilitate the seamless integration of
development standards, reuse of services and
components, and increase adoption of innovative
projects across the MHS enterprise

Developing
a MHS HIT
Innovation

Suite
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Mobile Health Technology
Implementation Challenges

Challenges related to mobile health deployment

Information

Wireless Network § Personally-Owned

Assurance Vulnerabilities Mobile Devices

Development, Awareness of DoD
Deployment, rules and
Sustainment responsibilities

Data Services and
Transport Media

Rapid Deployment
of Solutions

Unique Challenges faced by the Military Health System

Transient Patient Low/No
and Provider Communication
Population Environments

Security
Requirements

Medical

Situational Force Health Medical

DoD Acquisition

Process Protection Readiness
o Awareness
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