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TRICARE Management Activity 

Overview 
 TRICARE Management Activity (TMA) Privacy and Civil 

Liberties Office (Privacy Office) Functions 

 Human Research Project Program (HRPP)  

 Data Sharing Agreement (DSA) Program  

 TMA Privacy Board’s Health Insurance Portability and 
Accountability Act (HIPAA) Privacy Rule Reviews 
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TMA Privacy Office Functions 
 HIPAA Privacy  

 HIPAA Security  

 Privacy Act 

 Breach Response 

 Complaint Oversight 

 Privacy Investment Reviews 

 Freedom of Information Act 

 E-Government Act 

 
 

 

 
 

 HRPP  

 DSA Program 

 Civil Liberties Program 

 Records Management 

 Training and Awareness   

 Emerging Technology  
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HRPP 
 Reviews compliance with: 

− Department of Health and Human Services (HHS) Regulation,  
“Projection of Human Subjects”, 45 CFR 46, also known as the 
“Common Rule” 

− DoD Regulation, “Protection of Human Subjects”, 32 CFR 219 

− DoD Instruction (DoDI) 3216.02, “Protection of Human Subjects and 
Adherence to Ethical Standards in DoD-Supported Research” 

 In mid-2011, the TMA HRPP Program transitioned from Defense 
Health Cost Analysis and Program Evaluation (DHCAPE) to the TMA 
Privacy Office 
− Enhances collaboration on research compliance issues 

− Provides greater opportunity to provide joint guidance and streamline 
business practices 
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HRPP Reviews and Services 
 

 

 

 Human Subject and/or Research Determination 
− Review protocols to determine if they meet the criteria for human 

subjects research 

 Exemption Determination 
− Review protocols to determine if criteria for exemption from 

Institutional Review Board (IRB) review are met 

− Reinforce understanding that “exempt” protocols must still adhere 
to the ethical standards set forth in the Common Rule 

 

 

 

 
 

Beginning 1 October 2012, all protocols (not just new 
ones) must be submitted through IRBNet in order to 

obtain any type of review.   
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HRPP Reviews and Services (cont.) 
 Human Research Protection Official’s (HRPO’s) Review 

− Review studies approved by IRBs with Federal-wide Assurance from 
HHS and agreement with TMA attesting to its understanding of and 
adherence to DoD-specific protections 

− Includes: 

 Initial review of approved protocols 

 Requests to modify previously approved protocols 

 Requests to continue a study beyond the expiration date of a previous 
approval 

 Guidance and Assistance 
− Guidance and advice during all stages of research, including 

protocol development 

 
 



HEALTH AFFAIRS 

7 

TRICARE Management Activity 

HRPP New Developments 
 New HRPP Web page within the TMA Privacy Office Web site  

http://tricare.mil/tma/privacy/hrpp  
− Instructions for requesting reviews 

− Forms/templates 

− Additional guidance and information 

 New “Researchers’ Guide to Using MHS Data” 
− Overview of the Military Health System (MHS)  

− Types of Data within the MHS (including detailed appendices) 

− Human Subjects for Research and their Protections 

− Requesting HRPP Review 

− Requesting TMA Data – The DSA Process 

 

 
 

http://tricare.mil/tma/privacy/hrpp
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HRPP New Developments (cont.) 
 New agreements are under development with certain multi-service 

markets providing IRB and HIPAA services 
− Forms/templates used for HIPAA reviews must be reviewed and 

agreed upon, as we move to standardizing documentation and 
processes 

− Efforts to move HIPAA reviews currently provided by the TMA 
Privacy Board to IRBs with an acceptable HIPAA review program in 
place 

− Efforts to shift certain DSA reviews to IRBs in an effort to streamline 
business processes 

− Details of the agreement between the TMA Privacy Office and these 
multi-service markets are still being considered and negotiated 
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HRPP 
 

 

 
   Questions? 
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DSA Program 
 Reviews requests for managed by TMA for compliance with 

various data sharing requirements, including: 
− DoD Privacy Program (DoD 5400.11-R), which implements the 

Privacy Act of 1974, as amended   

− DoD Health Information Privacy Regulation (DoD 6025.18-R), which 
implements the HIPAA Privacy Rule  

− DoD Health Information Security Regulation (DoD 8580.02-R), which 
implements the HIPAA Security Rule 

 NOTE:  Data access and extractions are handled through separate 
offices within the MHS, but prior approval of the data request is 
required by the TMA Privacy Office 
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Structure of the DSA Program  
 Following a restructuring initiative, new web information, 

processes, and templates were launched in the latter part of 2011 

 A workgroup was developed of regulatory experts, TMA data and 
system experts, and DSA analysts with three primary goals 
− Gain clearer and specific information needed for review 

− More closely align the data sharing process with the HIPAA Privacy 
Rule and DoD 6025.18-R and streamline analysis with other laws 

− Enhance regulatory compliance and accountability  

 Products of the workgroup included a new Data Sharing 
Agreement Application (DSAA), Data Request Templates, new 
DSAs, and new supporting documents 
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Utilizing the DSAA 
 The DSAA is an application designed to assist in reviewing a data 

request for compliance with applicable regulatory requirements 
and must be initiated by the following: 
− Applicant – the individual who will provide primary oversight and 

responsibility for the handling of the requested data  

 For contract-driven requests, the Applicant must be an employee of the 
prime contractor 

 For projects with more than one prime contractor, a DSAA must be 
completed by each prime contracting organization that will have custody 
of the requested data 

− Government Sponsor – the Point of Contact (POC) within TMA or 
the respective Armed Service who assumes responsibility for the 
contract, grant, project, or Cooperative Research and    
Development Agreement (CRADA) 
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Time Saving Steps for Research-Related DSAAs 
 The TMA HRPP will accept a completed DSAA in place of the 

“data management” section of a protocol 

 A research-related DSAA can be submitted while a protocol is 
pending HRPP review, but it cannot be approved until HRPP 
review is complete 

 Shortly after a DSAA is submitted, the data elements requested 
are reviewed, and the DSA Team directs research-related data 
requests seeking protected health information (PHI) greater than a 
limited data set to the TMA Privacy Board for a compliance review 
in accordance with the HIPAA Privacy Rule and DoD 6025.18-R 
− The TMA Privacy Board will promptly contact the Principal 

Investigator (PI) and Government Sponsor to begin the HIPAA 
review, as discussed in the next section 
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DSAA and Concurrent Reviews 
 The DSA team will review a DSAA upon submission and assist in 

identifying any outstanding needs, including: 
− Data Request Templates (DRTs) 

 A comprehensive listing of data elements requested for a research 
study from systems owned and/or managed by TMA  

− Status of HRPP review  

 Human subject research determination, exemption determination, 
and/or HRPO review 

− TMA Privacy Board, if applicable 

 DRTs are reviewed, and research studies that require PHI are sent to 
the TMA Privacy Board for HIPAA-research review 
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DSAA and Concurrent Reviews (cont.) 
− DHCAPE’s TRICARE Survey Program review, if applicable 

 Required for studies involving surveys, interviews, focus groups or 
similar information collection requests 

− System Security Verification (SSV) review, if applicable 

 Required when data will be stored, transmitted, processed, or otherwise 
maintained on an information system that has not been granted a DoD 
Authorization to Operate (ATO) or an Interim Authorization to Operate 
(IATO) in order to review for compliance with DoD 8580.02-R and 
(DTM) 08-027, “Security of DoD Information on Non-DoD Owned or 
Controlled Information Systems” 

 While the above applicable reviews are in progress, the DSA team 
also conducts its internal review of the DSAA for compliance 
− Appropriateness of the Applicant and Government Sponsor 
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DSAA and Concurrent Reviews (cont.) 
− Determining whether data requested appears to meet HIPAA’s 

minimum necessary standard, when applicable 

− Helping to obtain an Addendum documenting approval from a 
respective Service’s data sharing POC when a contract, grant, 
CRADA, or other project that is the subject of a DSAA is sponsored 
by a Uniformed Service 

− Helping to obtain any necessary approvals from other offices (e.g., 
approval for data from Patient Administration Systems and 
Biostatistics Activity (PASBA), which resides with the Program 
Analysis and Evaluation Directorate within the Army Office of the 
Surgeon General) 

− Understanding the data flow and management and ensuring a logical 
relationship between various sections of the DSAA and other related 
DSAAs 
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DSAA and Concurrent Reviews (cont.) 
− Obtaining confirmation that Business Associate Agreement language, 

when required, is included in an underlying contract, grant, CRADA, 
or other project documentation 
 Required for data requestors outside of the MHS organized health care 

arrangement, such as contractors, that are providing a service to DoD 
and/or TMA and require PHI to perform a the service 

− Conducting Privacy Act compliance review 
 Determination as to whether the data request accesses or utilizes a 

System of Records, and if so, whether an appropriate System of 
Records Notice (SORN) is in place or if a SORN needs to be updated or 
a new SORN created 

 DSAAs cannot be approved until all required compliance reviews are 
complete 
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DSAs and Tracking System 
 A DSA is an agreement  that will be fully executed by the 

Applicant, Government Sponsor, and the TMA Privacy Office  
only after a DSAA is approved 
− An approved DSAA will be incorporated in an executed DSA 

− Applicant will become the data “recipient” in the DSA  

 A base number is assigned to a DSAA upon submission (e.g., 
DSAA # 14-737) and the same number is used for the executed 
DSA once the DSAA is approved and incorporated into the 
agreement (e.g., DSA # 14-737).  All further references will be 
made to the DSA # (e.g., DSA # 14-737) 
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The Purpose of DSAs 
 Identify the type of data managed by TMA that is required to 
    meet a specific data request 
 Ensure compliance with applicable DoD regulations and privacy 

laws 

 Set forth permissible uses and disclosures in accordance with 
regulatory requirements 

 Document the agreed upon responsibilities of the 
Applicant/Recipient and Government Sponsor 

 Provide clear terms and conditions for approving the data request 

Researchers are prohibited from using or 
disclosing PHI received under a DSA for a 

specific research project(s) for other or 
future projects.  
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Types of DSAs 
 Four types of DSAs specific to the type of data requested 

− DSA for De-identified Data 

− DSA for PII excluding PHI 

− DSA for a Limited Data Set, known as a Data Use Agreement (DUA) 
under the HIPAA Privacy Rule and DoD 6025.18-R 

− DSA for PHI 

 An executed DSA will remain in force and all data subject to a DSA 
may be retained for whichever date is the earliest:  
− One (1) year from the effective date of the DSA 

− The expiration date of the underlying contract, grant, project, or 
CRADA that necessitates the recipient’s need for the data, or 

− When notified that a study has been suspended 
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DSA Supporting Documents 
 Supporting documents developed to correspond with the DSAs 

include: 
− Change of Applicant/Recipient and Change of Government Sponsor 

− Internal Addendum for Projects Sponsored by an Armed Service 

− Renewal Request  

− Modification Request 

− Extension Request 

− Certificate of Destruction 

 Expedited process is available for renewing, modifying, and 
extending DSAs without any substantive changes 
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DSA Program 
 

 

 
    

 

Questions? 
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The TMA Privacy Board 
 HIPAA compliance reviews and documentation are required by an IRB 

or Privacy Board, set up in accordance with the HIPAA regulations, 
when PHI is used and/or disclosed for research purposes 

 TMA does not have an IRB; therefore, the TMA Privacy Office sought 
and obtained approval for the establishment of a HIPAA Privacy Board, 
otherwise known as the TMA Privacy Board 

 The TMA Privacy Board is critical for TMA’s compliance with the 
HIPAA Privacy Rule and DoD 6025.18-R 

 The TMA Privacy Board will accept and rely on HIPAA reviews 
conducted by DoD or outside IRBs provided that the IRB’s HIPAA 
required documentation meets regulatory requirements 
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  The Common Rule   The HIPAA Privacy Rule 

Federal 
Regulation  

Protection for Human Subjects  
(45 CFR 46) 

HIPAA Privacy Rule  
(45 CFR 160 and 164) 

DoD 
Implementing 
Regulation 

Protection of Human Subjects (32 CFR 219); 
Protection of Human Subjects and Adherence to 
Ethical Standards in DoD-Supported Research 
(DoDI 3216.02) 

DoD Health Information Privacy Regulation 
(DoD 6025.18-R) 

Primary 
Purpose 

Protect individuals who are the subject of 
research projects. Consideration is given to how 
various aspects of the research project, including 
privacy, confidentiality, data collection, data 
maintenance and data retention, impact physical, 
emotional, financial, and informational harms. 

Protect individuals against information harm 
while allowing the necessary flow of health 
information with specific rules pertaining to 
the privacy and security of PHI. 

Threshold 
Requirement 

 Informed consent from each research participant 
(oral and/or written) 

HIPAA Authorization from each research 
participant (must be written and signed) 

Enforcement 
Office for Human Research Protections, HHS, 
and DoD Assistant Secretary of Defense for 
Research and Engineering 

Office for Civil Rights, HHS 

Administration IRBs  IRBs or HIPAA Privacy Boards 

Exemptions IRBs can exempt certain research projects from 
review in accordance with 32 CFR 219.101(b) 

None.  All research projects seeking PHI 
from a HIPAA covered entity, including TMA, 
must comply with the HIPAA Privacy Rule 
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Four Types of TMA Privacy Board Reviews 
 Required Representations for Research on Decedent’s Information 

− Use or disclosure of PHI solely for research on decedents 

 Required Representations for Review Preparatory to Research 
− Use or disclosure of PHI solely for preparing a research protocol or 

for similar purposes 

− Researchers agree not to remove the PHI from TMA in the course of 
the review 

 Studies that Must Obtain HIPAA Authorizations 

 Studies that Require a Waiver of Authorization or an Altered 
Authorization 
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HIPAA Authorizations – Presumed to be Required 
 Researchers are required to obtain a written and signed HIPAA 

Authorization from every participant in the research study 

 Authorizations must contain all core elements and required 
statements set forth in the HIPAA Privacy Rule and DoD 6025.18-R 

 PIs are required to initial and sign a certification assuring:  
− That the signed authorization of each research participant whose PHI 

is used or disclosed will be maintained electronically and/or in hard 
copy for a period of six years from the date the Authorization expires; 
and, 

− That any and all of the signed Authorizations will be provided to TMA 
immediately upon request 
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Waiver of Authorization 
 Where it is impossible or impracticable to obtain a written 

Authorization from each and every research participant 

 Two types of waivers 
− Full: waiving authorizations for the entire study 

− Partial: waiving authorizations for part of the project (e.g., for 
recruiting or screening potential research participants), thereafter PHI 
is no longer needed or Authorizations can be obtained at that point 
from each research participant 

 Documentation by an IRB or Privacy Board of approval of a waiver 
must contain all required criteria set forth in the HIPAA Privacy 
Rule, 45 CFR 164.512(i)(2) and DoD 6035.18-R, C.7.9.2 
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Altered Authorization 
 Appropriate when a research study requires a need to modify or 

remove some, but not all, required elements from an Authorization 
(e.g., to remove the core element that describes each purpose of 
the requested use or disclosure where the identification of the 
specific study would affect the results of the project) 

 Documentation by an IRB or Privacy Board of approval of an 
alteration to the Authorization must contain all required criteria set 
forth in the HIPAA Privacy Rule, 45 CFR 164.512(i)(2) and DoD 
6035.18-R, C.7.9.2 

 An approved alteration only applies to the study for which it is 
requested and cannot be used for any subsequent use or 
disclosure of PHI in a different project 
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Modifications, Extensions, and Renewals 
 TMA Privacy Board approvals document HIPAA compliance in 

support of a specific research-related DSA 

 When a DSA is modified, extended and/or renewed, the TMA 
Privacy Board is contacted and will e-mail the PI to determine if the 
study has changed and if the responses or representations in any 
documents/templates approved or accepted by the TMA Privacy 
Board remain the same 
− Any substantial changes in the previous information reviewed and 

relied upon by the TMA Privacy Board will require further review in 
support of a modification, extension, and/or renewal 
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New Developments of the TMA Privacy Board 
 Coming Soon: TMA Privacy Board Web page within the TMA 

Privacy Office Web site 
− Authority for the Establishment of the TMA Privacy Board 

− Board Members 

− The Difference Between the HIPAA Privacy Rule and the Common 
Rule 

− Prerequisites to TMA Privacy Board Review (including a flow chart) 

− TMA Privacy Board Review Process (including a flow chart) 

− Limits on the Use and Disclosure of PHI Obtained for the Purposes of 
Research 

− Templates (viewable, but not available for completion until directed) 

− Frequently Asked Questions 
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TMA Privacy Board / Overall 
 

 

 
    

 

 

 

 
 

Questions 
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Additional Resources 
 Privacy Office Web site 

http://www.tricare.mil/tma/privacy/default.aspx  
− DSA Program Web page, 

http://www.tricare.mil/tma/privacy/duas.aspx  

− HPRR Web page, http://tricare.mil/tma/privacy/hrpp  

− TMA Privacy Board Web page, coming soon 

 E-mail DSA.mail@tma.osd.mil for DSA related questions 

 E-mail TMA_HRPP@tma.osd.mil for HRPP related questions 

 E-mail tmaprivacyboard@tma.osd.mil for HIPAA research related 
questions 

 

 

 
 

http://www.tricare.mil/tma/privacy/default.aspx
http://www.tricare.mil/tma/privacy/duas.aspx
http://tricare.mil/tma/privacy/hrpp
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mailto:tmaprivacyboard@tma.osd.mil
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