Key Themes for
Digital Health Ethics

			

1 Standard of Care

• Use digital health only when the standard of care dictates it is sufficient; do not use digital health if
treatment cannot meet standard of care.
• The same laws and standards that apply to in-person care are applicable; digital health care should
enhance (not hinder) care.
Digital health is an option. If an in-person exam will increase patient safety (compared to a virtual visit),
use standard care.

		
2 Provider Competence

				

3 Patient Capability

• Providers only practice within area of competence
when using technology; it is the provider’s ethical
obligation to pursue professional development and
proficiency in the use of technology for health
care delivery.
• Take note of limitations and obstacles that
technology brings to a medical appointment and
take steps to overcome them.
Prior to using digital health, practice with a colleague.
Don’t use your patient encounter to learn
the technology.
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4 Confidentiality

• Confirm patient’s identity before proceeding
with appointment.
• Use standard confidentiality practices in
documentation and communication.

• Rooms where the patient is located and
where the provider is located are “exam
rooms” and both should
be treated as such regarding confidentiality.
• Only information that is “unclassified” should
be discussed via virtual visits.
In virtual visits, show the patient your office
to demonstrate that no one else is present.
Help the patient problem solve way to
speak with you without other household
members present.

5 Crisis/Emergency

				

6 Informed Consent

• Consent includes: potential benefits, risks, and limitations of using technology, financial or other interests.
• Document consent in the patient record, even if not using written consent.
At every virtual visit, provide a clear statement in the note that the patient consented to virtual care.
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7 Compliance

• Providers must be aware of applicable
regulations, laws, or statutes for both
the location from where the
provider is practicing and the location
where the patient is physically located
during a virtual visit.
Consult with local clinic leadership,
as practice constraints may differ from
prior military treatment facilities.

8 Boundaries

				

9 Technology Failure

• Plan for interruption of care and ensure you have a current call-back number available.
• Establish definitions of “technology failure” and ensure rules are made explicit about how much time will
be allotted to troubleshoot an issue before changing modalities.
You and the patient may agree that after three minutes of disconnection (or alternatively, after two
disconnections), the provider will call the patient by phone.

10 Cultural Humility

• Consider cultural differences in the delivery and use of technology.
• At a system level, ensure virtual care does not exacerbate disparities in receiving care.
Don’t ask a patient’s child to serve as a translator. Follow Military Health System protocol.
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Codes of Ethics by Discipline		
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