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[bookmark: _Toc324840822]Scope
[bookmark: _Toc431112845][bookmark: _Toc431578864][bookmark: _Toc442077146][bookmark: _Toc324840823]This Interface Control Document (ICD) provides the technical specifications for the data exchange between Defense Medical Human Resources System Internet (DMHRSi) and the Military Health System (MHS) Data Repository (MDR) for the creation of DMHRSi-HR datasets. DMHRSi and MDR are information systems managed by the Solutions Delivery Division (SDD) Program Executive Office.

This document describes and identifies the parameters and specifies the file layout of the DMHRSi-HR extracts that the Solutions Delivery Defense (SDD) Program Executive Office manages. The DMHRSi-HR extracts are a key dataset for MHS products. DMHRSi is the source of personnel assignment, labor hours reporting, and associated costs at the Medical Treatment Facilities (MTF).
[bookmark: _Toc422888418][bookmark: _Toc423313543][bookmark: _Toc430741516][bookmark: _Toc431105571][bookmark: _Toc431107350][bookmark: _Toc431107438][bookmark: _Toc431107536][bookmark: _Toc431112846][bookmark: _Toc431578865]System Identification

1.1.1. Defense Medical Human Resources System – internet (DMHRSi)
DMHRSi provides a single system for the Health Affairs (HA)/Military Health System (MHS) that integrates data from over fourteen (14) systems into a MHS-wide, DoD standard system to support the management of MHS human resources. 

DMHRSi supports MHS activities as set forth by Service Proponent agencies and the Office of the Assistant Secretary of Defense (OASD) Health Affairs (HA). DMHRSi is the primary reporting system available to support all medical staff in the day-to-day human resource management operations. DMHRSi is comprised of personnel, manpower, education and training, readiness and labor cost assignment modules in a single Health Affairs system. The data in these modules consists of Active Duty, Reserve, Guard, Government Civilian, Contractor and Volunteer personnel who work for or support the MHS. The data is used to provide reports tailored to specific end user requirements. DMHRSi stores data for all medical staff, regardless of Service and provides an enterprise-wide view of all the medical resources in the one system. This allows for integrated visibility and reporting.

1.1.1.1 Hardware
Hardware platform:  		IBM Power Systems
Operating system: 		AIX
Platform physical location: 	SATX (Hosted by DISA)
Receiving address: 		EPES DMHRSi FQDN: epesdmhrsi.csd.disa.mil
Communication Link: 		TBD
Database System:		Oracle 12c
Security:			Sensitive and unclassified per the Privacy Act of 1974


1.1.1.2. Software
Oracle E-Business Suite 12.1.3.

1.1.1.3 Interface Attributes:
1.1.1.3.1. Local Procedures - Data set is sent via TCP/IP FTP across VPN/SFTP using SFG service.

1.1.1.4. Points-of-Contact
1.1.1.4.1 Data Manager
To discuss DMHRSi data issues and concerns, contact the following office:
POC:			Ernest Terry Hogan
Address:		5109 Leesburg Pike, (Sky 6, Suite 819)
City, ST ZIP:		Falls Church, VA 22041
Telephone Number:	571-777-6909
E-mail Address:	ernest.t.hogan.ctr@mail.mil

1.1.1.4.2 Technical POC
To discuss DMHRSi technical issues and concerns, contact the following office:
POC: 			Thomas Chiappetta
Address: 		5109 Leesburg Pike, (Sky 6, Suite 819)
City, ST ZIP: 		Falls Church, VA 22041
Telephone Number: 	571-777-6910
E-mail Address: 	thomas.d.chiappetta.ctr@mail.mil

1.1.1.4.3 Functional POC
To discuss DMHRSi functional issues and concerns, contact the following office:
POC: 			Donna Sumption, DMHRSi Project Controller
Address: 		5109 Leesburg Pike, (Sky 6, Suite 819)
City, ST ZIP: 		Falls Church, VA 22041
Telephone Number: 	571-777-6908
E-mail Address: 	donna.m.sumption.ctr@mail.mil

1.1.2.	Military Health System (MHS) Data Repository (MDR)
The MDR ingests and validates data from more than 260 DoD health data network systems worldwide. It normalizes the data by processing each data type against MHS business rules; stores the data (e.g., 10 years of historical purchased care data are stored); and provides the data to Solutions Delivery Division (SDD) data marts and/or transmits the data to approved external recipient offices/systems/organizations/agencies. The MDR is the centralized data repository for the MHS. It is the MHS’s single point for data integration, data quality edits, online and near-line data storage and DoD Healthcare data transfers.    

1.1.2.1	Hardware
Hardware platform:		IBM P series Server 9119-55a			
Operating system:		AIX
Platform physical location:	DECC OKC (Hosted by DISA)
Receiving address:		<IP Address not included>
Communication Link:  	OpenSSH/OpenSSL SFTP
Database System:		Not Applicable
Security:	Sensitive and unclassified per the Privacy Act of 1974

1.1.2.2. Software		None

1.1.2.3 Interface Attributes:
1.1.2.3.1. Local Procedures – Data set is received via TCP/IP FTP across VPN/SFTP using SFG service.

1.1.2.4. Points-of-Contact
1.1.2.4.1 Technical POC
To discuss MDR technical issues and concerns, contact the following office:
POC:				Richard Matthew Schoenfeld
Title:				SDD – MDR Project Controller
Address:			5109 Leesburg Pike, (Sky 6, Suite 819)
City, ST ZIP:			Falls Church, VA 22041
Telephone Number:		571-777-6915
E-mail Address:		richard.m.schoenfeld.ctr@mail.mil

1.1.2.4.2 Functional POC
To discuss MDR functional issues and concerns, contact the following office:
POC:				James Huber
Title:				DHA – Decision Support Division
Address:			
City, ST ZIP:			Aurora, CO
Telephone Number:		303-676-3791
E-mail Address:		james.t.huber4.civ@mail.mil
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There will be a current Interface Control Document (ICD) between DMHRSi and MDR maintained at all times.  

The Interface Control Document is a "living document" whether documenting an existing or developing interface.  Its continued life-cycle process is vital from identification of the initial interface requirement, through interface development and continued maintenance.  Once implemented, all modifications to the interface will be documented in this agreement and a new cover (signature) page signed and dated by all parties concerned.

Any requests for modification will be in writing to all parties of the agreement for their concurrence in amending the agreement. This agreement may be terminated by mutual consent or by unilateral written requests to terminate provided to all parties not less than 180 days before the desired termination date.  

At a minimum, the ICD will be reviewed and updated every 3 years.  However, the ICD will be updated whenever there are changes by either party to the server, port or mode of transfer information.  Both the publisher and the subscriber should make the other aware of point-of-contact (POC) changes; changes to the signature pages are not necessary with every change of such persons but new signatures should be obtained when there is the periodic review (every 3 years) or an update due to significant changes.

Appropriate points of contact (POCs) representing each of these systems must be made aware of all proposed system, data or procedural changes. If the change is the result of a functional or technical change to only one system, it will be the responsibility of the system that changes to establish implementation dates and coordinate required actions that are acceptable to the other system. The system receiving the data in this interface will be responsible for informing any other system that might be affected by a change to this interface of the proposed changes.
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The DMHRSi Data Manager is responsible for drafting and maintaining the ICD in accordance with SDD interface standards.  The publishing system, MDR, will review and approve the contents of the ICD before it is considered final. All information systems interfaced under this agreement must achieve an Authority to Operate (ATO) or Interim Authority to Operate (IATO) accreditation before interconnection may occur.  Either party must contact the other if there is any risk of the ATO lapsing.  An Interim Authority to Operate (iATO) is considered to be sufficient if the ATO is not yet approved.  An ATO/ATO risk level will be managed and maintained at a level to allow for exchange of information between DMHRSi and MDR.  
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[bookmark: _Toc431578870][bookmark: _Toc442077152][bookmark: _Toc324840826][bookmark: _Toc425098106][bookmark: _Toc425516663][bookmark: _Toc425752470][bookmark: _Toc425928396][bookmark: _Toc429159282][bookmark: _Toc429800093]Interface Specification
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DMHRSi seamlessly integrates human resources data from multiple sources facilitating centralized and uniform access to manpower, personnel, labor cost assignment, education and training, and personnel readiness information for designated Active Duty, Guard and Reserve, Federal Civilians, contractors and volunteers.  It identifies staff, where they work, filled and vacant positions, training records, and all hours charged to each work center.  Personnel labor reporting and cost assignment collected in DMHRSi are aggregated, summarized, and subsequently relayed to the Expense Assignment System (EAS) version IV for final expense allocation processing.

Benefits to the Military Health System include:
· Allows ready access to essential manpower data
· Simplifies and centralizes medical personnel asset visibility
· Supports military healthcare human resource management

DMHRSi and MDR are managed and controlled by SDD.  DMHRSi and MDR personnel coordinate to implement this interface.

DMHRSi is a central host located at San Antonio (SATX) Defense Enterprise Computing Center (DECC).  The MDR is a central host located at the Oklahoma City (OKC) DECC.

DMHRSi-HR extracts are sent monthly via Secure File Transfer Protocol (SFTP) to the OKC Feed Nodes.  Processing and merging is accomplished within the MDR framework.  The processed file is loaded into the MDR.
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Figure 2‑1  DMHRSi Interface Flow


Identification of Data Exchanges
[bookmark: _Toc254591570][bookmark: _Toc422888425][bookmark: _Toc423313552][bookmark: _Toc430741522][bookmark: _Toc431105578][bookmark: _Toc431107357][bookmark: _Toc431107445][bookmark: _Toc431107543][bookmark: _Toc431112853][bookmark: _Toc431578872][bookmark: _Toc442077154][bookmark: _Toc324840828]This ICD addresses the following data feed between DMHRSi and MDR:
· DMHRSi-HR extracts contain personnel identification, position description, and assignment data.

DMHRSi will continue to enhance labor reporting and assignment data.  This ICD will be changed only if the interface changes from the interface specified herein.

Precedence and Criticality of Requirements
Reliable and timely personnel assignment data from the MTFs are necessary for the MHS personnel to make knowledge-based decisions.  MDR provides this information to MHS decision-makers.  

[bookmark: _Toc431578873][bookmark: _Toc442077155][bookmark: _Toc324840829]Communications Methods
A SQL query authored and executed by DMHRSi operations personnel yields a single data file. This data file is compressed then transmitted from the DMHRSi database in SATX DECC to the OKC DECC Feed Nodes using OpenSSH SFTP. The SFTP feature of OpenSSH utilizes a FIPS 140-2 certified cryptographic module of OpenSSL. The data extract is transmitted to the OKC DECC Feed Node around the 1st business day of each month.
The raw DMHRSi-HR extract contains incremental changes (new and updated records) to DMHRSi records. Under regular production cycles the final processed DMHRSi-HR dataset is available in the MDR approximately 4 days after receipt of the raw input file.

Upon connection to the OKC DECC Feed Node via SFTP over a DISA-to-DISA VPN, DMHRSi personnel will be authenticated using an AIX username and password. The AIX password for the SFTP account will expire every 52 weeks and meet the following security requirements:
· A minimum 15 character password containing 2 uppercase letters, 2 lowercase letters, 2 numbers, and 2 special characters. 

Performance Requirements
There are no unique performance requirements for this data.  The data needs to be provided according to a regularly scheduled time frame.

[bookmark: _Toc422888427][bookmark: _Toc423313554][bookmark: _Toc430741524][bookmark: _Toc431105580][bookmark: _Toc431107359][bookmark: _Toc431107447][bookmark: _Toc431107545][bookmark: _Toc431112855][bookmark: _Toc431578874][bookmark: _Toc442077156][bookmark: _Toc324840830]Security and Integrity
The DMHRSi to MDR interface does not transmit classified data.  However, it does include Personally Identifiable Information (PII).  DMHRSi and MDR are managed by SDD.  
The raw aggregate data is part of a system (i.e., MDR) that does contain sensitive data, and it will be protected in accordance with the security requirements mandated for all "Sensitive Information Systems" by the requirements of DoD Directive 8500.1 and DoD Instruction 8500.2.  These standards help ensure compliance with the following Federal laws:
· Privacy Act of 1974
· U.S. Code, Title 10, Section 1102, Medical Quality Assurance Records
· U.S. Code, Title 10, Section 1030, Fraud and Related Activity in Connection with Computers
· Computer Security Act of 1987
· Health Insurance Portability and Accountability Act (HIPAA)

2.6.1 Data Integrity and Quality
MDR conducts data validation checks on all files delivered.  When errors are discovered in the data exchange, DMHRSi personnel will be notified immediately by MDR Operations personnel.  If there are systemic problems, Interface Working Group (IWG) counterparts in DMHRSi will be contacted to work issues.
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[bookmark: _Toc300558574]File Format
The MDR receives a compressed file every month from DMHRSi via SFTP containing the data elements identified in Table A-1. The file naming convention of the DMHRSi raw file is “output_extract_yyyymmdd.zip” where yyyymmdd is the date the extract was created. 
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	Field #
	Field Name
	Field Length
	Data Type
	Value Range
	Functional Description

	1
	SSN
	11
	Character
	None
	Social Security Number

	2
	EDIPN
	10
	Character
	None
	DEERS Electronic Data Interchange Person Identifier

	3
	NPI
	10
	Character
	None
	National Provider Identifier

	4
	Person ID
	8
	Character
	None
	Unique DMHRSi Person id

	5
	Employee Number
	8
	Character
	None
	Unique DMHRSi Person Number

	6
	Employee Assignment DMIS ID
	4
	Character
	None
	Employee's DMIS ID of Assignment

	7
	Employee People Group DMIS ID
	4
	Character
	None
	People Group Org DMISID where labor time is recorded

	8
	Position ID
	8
	Character
	None
	DMHRSi Position id

	9
	Job ID
	8
	Character
	None
	DMHRSi Job id

	10
	Organization ID
	8
	Character
	None
	DMHRSi Organization ID

	11
	People Group ID 
	8
	Character
	None
	DMHRSi People Group ID 

	12
	Assignment Effective Start Date: Format: DD-MON-YYYY
	11
	Date
	None
	Employee's Assignment Start Date

	13
	Assignment Effective End Date: Format: DD-MON-YYYY
	11
	Date
	None
	Employee's Assignment End Date

	14
	Person Effective Start Date:
Format: DD-MON-YYYY
	11
	Date
	None
	Employee’s Person Record Start Date

	15
	Person Effective End Date: Format: DD-MON-YYYY
	11
	Date
	None
	Employee’s Person Record End Date

	16
	Original Date of Hire: 
Format: DD-MON-YYYY
	11
	Date
	None
	Employee's Original Date of Hire

	17
	Person Assignment Service
	9
	Character
	AIR FORCE, ARMY, NAVY, DHA
	Branch of Service of Assignment DMISID

	18
	People Group Service
	9
	Character
	AIR FORCE, ARMY, NAVY, DHA
	Service Branch of People Group DMISID where time is recorded

	19
	Last Name
	28
	Character
	None
	Employee last name

	20
	First Name
	28
	Character
	None
	Employee first name

	21
	Middle Name
	20
	Character
	None
	Employee middle name

	22
	Suffix
	4
	Character
	None
	Employee Name Suffix

	23
	Title Rank
	12
	Character
	None
	Employee's Title or Rank

	24
	Person Grade
	8
	Character
	None
	Civilian/Active Duty Grade

	25
	Person Step
	2
	Character
	None
	Employee's Step associated with grade

	26
	Gender
	1
	Character
	 M, F
	Employee Gender

	27
	Person Type
	22
	Character
	None
	Employee Person Type

	28
	Skill Type
	1
	Character
	1, 2, 3, 4, 5
	Person Skill Type

	29
	Skill Type Suffix
	1
	Character
	None
	Skill Type Suffix Code

	30
	Organization UIC or PAS
	8
	Character
	None
	UIC Associated with employee's organization

	31
	People Group UIC
	8
	Character
	None
	UIC Associated with employee's People Group

	32
	DOD Occupation Code
	10
	Character
	None
	DoD Occupation Code associated with job

	33
	Taxonomy Code 1
	11
	Character
	None
	HIPAA Taxonomy code 1

	34
	Taxonomy Code 2
	11
	Character
	None
	Placeholder

	35
	Taxonomy Code 3
	11
	Character
	None
	Placeholder

	36
	Taxonomy Code 4
	11
	Character
	None
	Placeholder

	37
	Taxonomy Code 5
	11
	Character
	None
	Placeholder

	38
	Taxonomy Code 6
	11
	Character
	None
	Placeholder

	39
	Employee Service
	14
	Character
	None
	Person's Branch of Service 

	40
	Employee UIC/PAS
	8
	Character
	None
	UIC Associated with employee

	41
	SUOC
	8
	Character
	None
	Service-Unique Occupation Code

	42
	Record ID
	24
	Character
	None
	Unique DMHRSi Record Id

	43
	Creation Date:
Format: DD-MON-YYYY
	11
	Date
	None
	Date Person Record was created

	44
	Last Update Date:
Format: DD-MON-YYYY
	11
	Date
	None
	Date Person Record was last updated

	45
	People Group FCC
	4
	Character
	None
	Employee's Working Organization Assignment FCC



Notes:
1. This matrix is oriented for a delimited length record.
2. The date fields will be in the format “DD-MON-YYYY.”
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ATO 			Authority to Operate
DECC			Defense Enterprise Computing Center
DHA			Defense Health Agency
DMHRSi 		Defense Medical Human Resource System internet
EAS			Expense Assignment System
EDIPI			Electronic Data Interchange Person Identifier
HA			Health Affairs
HIPAA			Health Information Portability and Accountability Act
iATO			Interim Authority to Operate
ICD			Interface Control Document
IWG			Interface Working Group
MDR			MHS Data Repository
MHS			Military Health System
MTF			Medical Treatment Facilities
OASD			Office of the Assistant Secretary of Defense
PHI			Protected Health Information
PII			Personally Identifiable Information
POC			Point of Contact
SDD			Solutions Delivery Division
SFTP			Secure File Transfer Protocol
TCP/IP			Transmission Control Protocol/Internet Protocol
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